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5. Brief description of the research problem including references (200 — 500 words
max) — references not included in word count.

The rapid adoption of Internet of Medical Things (IoMT) devices in hospitals introduces significant
cybersecurity challenges, especially within resource-constrained environments such as Sri Lanka.
Life-critical devices such as infusion pumps, ventilators, ECG monitors, and imaging systems frequently
operate on outdated firmware, weak authentication mechanisms, and vulnerable network protocols. These
limitations expose healthcare systems to ransomware, device hijacking, data tampering, and large-scale
disruptions that pose direct threats to patient safety and data integrity.

Traditional Intrusion Detection Systems (IDS) are not capable of handling the unique characteristics of loMT
ecosystems, which include multi-protocol traffic (HL7, DICOM, MQTT), highly dynamic device behaviour,
and the need for uninterrupted clinical workflows. Al-based IDS models in existing research often lack
explainability, limiting trust among clinicians and cybersecurity teams. Moreover, rural hospitals in Sri Lanka
face inconsistent connectivity, making cloud-dependent security systems unreliable.

Critical issues include the absence of:

e Adedicated loMT-aware Al Threat Intelligence Engine capable of generating explainable, real-time
anomaly intelligence.

e An Adaptive Incident Correlation Engine that merges Al outputs, IDS alerts, and device context to
validate, prioritize, and escalate incidents.

e Offline-capable SIEM functionality for hospitals with limited or unstable internet.
e Multilingual alerting (Sinhala & Tamil) to eliminate communication gaps.
e Automated PHI-preserving threat response mechanisms.

Due to these limitations, hospitals lack real-time visibility, timely threat prioritization, and consistent
protection against emerging loMT attacks. This research aims to overcome these challenges by developing
an integrated, open-source SIEM-based loMT cybersecurity framework optimized for Sri Lankan healthcare
environments.

The solution will be constructed by utilizing open-source software such as Wazuh, ELK Stack, and
TensorFlow, with low deployment cost and ISO/IEC 27001 compatibility [1]. By addressing these
technological, operational, and regulatory challenges, this research facilitates cyber resilience, data privacy,
and patient safety in Sri Lanka's healthcare environment.
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6. Brief description of the nature of the solution including a conceptual diagram (250
words max)

The proposed solution introduces a next-generation loMT cybersecurity SIEM framework that
integrates intelligent monitoring, Al-driven threat intelligence, adaptive incident correlation, and
automated response into one unified ecosystem designed specifically for Sri Lankan hospitals.

1. Monitoring & Collection Layer

This layer captures loMT device behaviour and network traffic using agentless collectors and protocol-
aware parsers for HL7, DICOM, and MQTT. It processes and normalizes raw data into structured
formats, ensuring high quality input streams for analytical components. Device criticality metadata
and baseline behaviour are also recorded to support downstream severity scoring.

2. Al-Threat Intelligence Engine

A hybrid, CPU-optimized Al engine performs real-time anomaly detection using Random Forest,
LightGBM, Autoencoders, Isolation Forest, and optional CNN-LSTM architectures.

It generates explainable threat intelligence through SHAP/LIME, producing human-interpretable
insights about abnormal behaviour.

Offline capability ensures hospitals with unstable connectivity can still perform detection using locally
deployed TensorFlow Lite and ONNX-optimized models.

The engine outputs structured anomaly scores, threat labels, and justification summaries.

3. Adaptive Incident Correlation Engine

AICE acts as the decision-making core of the framework. It fuses outputs from the Al engine, IDS alerts
from Suricata/Zeek, and contextual data such as device type, patient criticality, and network location.
Using correlation rules, temporal sequencing, and behavioural clustering, AICE identifies coordinated
attack patterns and consolidates multiple related alerts into unified incident narratives.

It assigns dynamic severity scores based on patient impact and device criticality, reduces false
positives, and generates SOC-ready reports in Sinhala/Tamil/English.

Compliance tags (HIPAA + Sri Lanka Data Protection Act) are automatically attached to incidents.

4. Automated Response & Execution System

This layer performs real-time mitigation actions including IPTables based device isolation, blocking
malicious traffic, and initiating safe recovery workflows.

A contextual PHI-redaction module ensures that sensitive medical information is masked before logs
are stored or transmitted.

Rollback scripts restore compromised devices to their last known safe state, ensuring clinical
continuity.

All actions are captured in immutable audit logs for forensic and regulatory review.

Offline mode ensures that isolation, rollback, and redaction continue even during network outages

> it aligns with healthcare workflows, supports multilingual communication, ensures privacy
compliance, and operates reliably in low-connectivity environments. The architecture is fully
compatible with existing hospital infrastructure, making it practical for real-world deployment
in Sri Lanka.
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7. Brief description of specialized domain expertise, knowledge, and data requirements
(300 words max)

Technical Expertise Requirements

1. Cybersecurity Domain

The students must have a good grasp of network security controls, intrusion detection, SIEM systems,
and threat intelligence processes. They must identify the unique vulnerabilities of medical devices,
healthcare sector-specific attack vectors, and regulatory environment.

2. Artificial Intelligence & Machine Learning

Candidates should have proven experience in creating and applying anomaly-detection

algorithms, using supervised and unsupervised learning methods, and creating neural-network models
using TensorFlow and Scikit-learn. Understanding of real-time data ingestion and pattern

recognition in network traffic is needed.

3. Healthcare IT Systems

A solid understanding of medical device communication standards (DICOM, HL7), hospital information-
system infrastructure, and loMT ecosystem integration is required. Interoperability frameworks and
medical-device compliance guidelines have been found to provide secure and seamless integration into
clinical workflows.

4. Network Engineering

Applicants must be aware of network-monitoring tools such as Wireshark, possess firewall-
configuring skills (e.g., IPTables), and be able to carry out in-depth protocol analysis as well as traffic
profiling. Know-how on hospital network segmentation and secure infrastructure design is also a must.

Data Requirements

¢ Real-time loMT Device Data: Network traffic logs, device communication sequences,
operational baselines, and configuration parameters.

e Historical Incident Feeds: Curated records from healthcare cybersecurity databases and threat-
intelligence sources to inform model training and validation.

e Specialized Training Datasets: The CIC-loMT 2024 data set (such as DDoS, DoS, reconnaissance,
MQTT, spoofing, etc.), medical-device vulnerability repositories, and threat-signature bases.

e Hospital Infrastructure Metadata: Network topology maps, device inventories, user-access
logs, system-configuration baselines, and audit trails on compliance, as well as incident
response documentation.

e Language Resources: Sinhala and Tamil medical-terminology dictionaries and translation
dictionaries in order to localize appropriately alert messaging.

e Testing Environments: Simulated hospital network testbeds, loMT device emulators, and
controlled attack-scenario datasets for robust system validation and performance
benchmarking.
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8. Objectives and Novelty

Main Objective: Develop and implement an end-to-end, Al-powered loMT cybersecurity SIEM solution for Sri Lankan
hospitals with real-time threat detection, multilingual alerting, offline monitoring support, and automated
response to ensure patient safety and integrity of healthcare data.

Member Name with
Registration No

Sub Objective

Tasks

Novelty

e The Monitoring System is responsible
for observing loMT device behavior,

Alert Prioritization: Alerts are
dynamically prioritized depending on
the importance of the device and the
patient reference. Tools such as ICU
Monitor are prioritized for immediate
response, while the units of OPD and
general departments are still monitored

UKASHA MMM Monitoring collecting activity and network data, with proper urgency.
1122504232 System detecting anomalies, and sending data
to the Al engine. Alert Grouping: Instead of showing
many separate alerts for the same
issue, we combine similar alerts into
one. This reduces confusion and helps
staff focus better.
e Preprocess loMT traffic and extract Local system Al: Planning to run model
Al Threat behavioral features. on local hospital infrastructure (PCs,
. mobile, nodes) for offline detection.
Intelligence . .
: Explainable Anomalies: Generates
Engine

human readabile justifications for each
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Train hybrid ML/DL models (RF,
LightGBM, Autoencoder, Isolation

anomaly (e.g., “abnormal heartbeat
packet rate”).

Response System

during isolation

Build compliance-ready audit log
generators for all response actions
Develop automated rollback
procedures for post-incident recovery
Integrate response triggers with SIEM
alert system (Wazuh/ELK)

FIRAZ M MN Forest). On-.Deyice Adaptive Retraining: .
IT22034304 Integrate explainability Al (sHAP/LIME) | Periodically updates the model using
local data to maintain accuracy over
time
Lightweight Model Deployment:
Planning to convert models to
TensorFlow Lite for use on networks
nodes or mobile
Develop IPTables/Python scripts for Real-Time Isolation: Immediately
dynamic traffic blocking quarantines compromised devices and
Design device isolation workflows to reroutes critical telemetry to backup
quarantine compromised devices channels Research components
. Contextual PHI Redaction: Masks only
Implement PHI masking protocols o X )
. the minimum required patient data
before external data transmission .
AGMK GUNASEKARA ) based on threat context while
Automated Create telemetry rerouting preserving forensic value
IT22587138 mechanisms to backup channels

Automated Audit Logging: Generates
compliance-ready reports for every
response action

Rollback & Recovery Hooks: Integrates
safe rollback procedures to restore
devices post-incident without manual
intervention.

Zero-Touch Recovery System
Self-healing device restoration post-
incident. Version-controlled rollback to
pre-attack configurations
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IT22031570

Adaptive Incident
Correlation Engine
- AICE

Fuse Al scores, IDS alerts
(Zeek/Suricata), and device metadata.

Perform temporal, spatial, and
behavioral correlation across loMT
devices.

Cluster related alerts into unified
incidents to reduce false positives.

Generate SOC-ready incident
visualizations and narratives

Multi Source Correlation: Al
predictions, IDS alerts, device logs, and
network context will be corelated.

Dynamic Severity: Incident severity is
not based only on technical factors but
also on clinical importance.

Automated Compliance Tags: Marks
alerts with relevant regulatory
references (HIPAA/Sri Lanka Data
Protection Act)

False Positive Reduction: Correlating
alerts that belong to the same behavior
pattern, the system eliminates
redundant or irrelevant alerts.
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9. Individual component description of how it is complied with the specialization.
e Every member is doing Cybersecurity specialization.

Member Name with Description
Registration No
UKASHA MMM The Monitoring System supports the cybersecurity specialization by
1T22904232 continuously observing IoMT devices, detecting unusual behavior, and
sending smart alerts. It helps identify threats early and improves response
with features like alert prioritization and grouping.

FIRAZ M MN Establishes Cyber Threat Intelligence and Al for Security, which are

IT22034304 important in automated detection of healthcare related cyber-attacks and
anomalies.

AGMK GUNASEKARA | Reflects Incident Response, Privacy Protection, and Auditability, essential in

IT22587135 Healthcare Compliance and forensic readiness.

BASHEER MS Aligns with Security Information and Event Management (SIEM) and real

IT22031570 time Monitoring, a critical part of Healthcare SOC (Security Operations

Center) practices.

10. Supervisor details

Title First Name Last Name Signature

| Karihie| Jeper |

Co-Supervisor §
Mr. @egwan% ClHundna /%

External Supervisor

Supervisor

Summary of external supervisor’s (if any) experience and expertise
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This part is to be filled by the Topic Screening Staff members.

a) Does the chosen research topic possess a comprehensive scope suitable for a
final-year project?

[ves [ INo] ]

b) Does the ppoposed topic exhibit novelty?
[Yes [ VINo [ |

RS

c) Do you believe they have the capability to successfully execute the proposed

project?

]Yes"\/|No] I

d) Do the proposed sub-objectives reflect the students' areas of specialization?

[Yes [/No | |

e) Supervisor's Evaluation and Recommendation for the Research topic:
def

N@&C{ o W C/LJ SIMme LOTY‘(DO%’}’

O(,t} c L( \
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Acceptable: Mark/Select as necessary

Topic Assessment Accepted

Topic Assessment Accepted with minor changes*

Topic Assessment to be Resubmitted with major changes*

Topic Assessment Rejected. Topic must be changed

* Detailed comments given below

Comments

Staff Member’s Name Signature

*Important:

1. According to the comments given by the evaluator, make the necessary
modifications and get the approval by the Evaluator.

2. If the project topic is rejected, identify a new topic, and request the RP
Team for a new topic assessment.
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